CS70: Lecture 11. Outline.

1. Public Key Cryptography
2. RSA system
2.1 Efficiency: Repeated Squaring.

2.2 Correctness: Fermat’s Theorem.
2.3 Construction.

3. Warnings.
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What is x (mod 35)?

Let's try 5. Not 3 (mod 5)!
Let's try 3. Not 5 (mod 7)!
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A bit slow for large values.
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Is public key crypto possible?

We don’t really know.
...out we do it every day!!!

RSA (Rivest, Shamir, and Adleman)

Pick two large primes p and q. Let N = pq.

Choose e relatively prime to (p—1)(g—1)."

Compute d=e"' mod (p—1)(g—1).

Announce N(=p-q) and e: K = (N, e) is my public key!

Encoding: mod (x¢,N).
Decoding: mod (y9,N).
Does D(E(m)) = m® = m mod N?

Yes!

Typically small, say e = 3.
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Encryption/Decryption Techniques.

Public Key: (77,7)
Message Choices: {0,...,76}.

Message: 2!

E(2)=2°=27=128 (mod 77) =51 (mod 77)
D(51) =514 (mod 77)
uh oh!

Obvious way: 43 multiplications. Ouch.
In general, O(N) or O(2™) multiplications!
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Repeated Squaring took 9 multiplications versus 43.
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Repeated Squaring: x¥

Repeated squaring O(log y) multiplications versus y!!!

2 4 ollogy]

1. x¥: Compute x',x%, x4, ..., x

2. Multiply together x’ where the (log(i))th bit of y (in binary) is 1.
Example: 43 =101011 in binary.
X8 = x5 x8xx2x x1.

Modular Exponentiation: x¥ mod N. All n-bit numbers. Repeated
Squaring:
O(n) multiplications.
O(n?) time per multiplication.
= O(n®) time.
Conclusion: x¥ mod N takes O(n®) time.
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Modular Exponentiation: x¥ mod N. All n-bit numbers.
O(n®) time.

Remember RSA encoding/decoding!
E(m,(N,e))=m® (mod N).
D(m,(N,d)) =m? (mod N).

For 512 bits, a few hundred million operations.
Easy, peasey.
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