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x is congruent to y modulo mor “x =y (mod m)”
if and only if (x — y) is divisible by m.

...or x and y have the same remainder w.r.t. m.

...0r X =y + km for some integer k.

Mod 7 equivalence classes:
{..,-7,0,7,14,..} {...,—6,1,8,15,...} ...

Useful Fact: Addition, subtraction, multiplication can be done with
any equivalent x and y.

Can calculate with representative in {0,...,m—1}.
Example: 365=1 (mod 7).
Next year its 1 day later!
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x (mod m)or mod (x,m)
- remainder of x divided by min {0,...,m—1}.

mod (x,m) =x—|%]m
| %] is quotient.
mod (29,12) =29 — (|&])x12=29—(2) x 12 =4 =5

Work in this system.
a=>b (mod m).
Says two integers a and b are equivalent modulo m.

Modulus is m
6=3+3=3+10 (mod 7).
6=3+3=3+10 (mod 7).

Generally, not 6 (mod 7) =13 (mod 7).
But ok, if you really want.
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Division: multiply by multiplicative inverse.

2x =3 — (%)~2x:(%)-3 - x:g.

Multiplicative inverse of x is y where xy = 1;
1 is multiplicative identity element.

In modular arithmetic, 1 is the multiplicative identity element.
Multiplicative inverse of x mod mis y with xy =1 (mod m).
For 4 modulo 7 inverseis2: 2-4=8=1 (mod 7).

Can solve 4x =5 (mod 7).
x =3 (mod 7) ::: Check! 4(3)=12=5 (mod 7).

For 8 modulo 12: no multiplicative inverse!

“Common factor of 4" —
8k —12¢ is a multiple of four for any ¢ and k —
8k #1 (mod 12) for any k.
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Thm:
If greatest common divisor of x and m, gcd(x,m), is 1, then x has a
multiplicative inverse modulo m.

Proof — : The set S={0x,1x,...,(m—1)x} contains
y =1 mod m if all distinct modulo m.
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Euclid procedure is fast.

Theorem: (euclid x y) uses 2n "divisions” where n= b(x) ~ log, x.
Is this good? Better than trying all numbers in {2,...y/2}?
Check 2, check 3, check 4, check 5 ..., check y/2.

If y =~ x roughly y uses n bits ...
21 divisions! Exponential dependence on size!

101 bit number. 2190 =~ 1030 = “million, trillion, trillion” divisions!

2nis much faster! .. roughly 200 divisions.
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euclid (40, 12)
euclid (12, 4)
euclid (4, 0)
4

..., check y/2.

Notice: The first argument decreases rapidly.
At least a factor of 2 in two recursive calls.

(The second is less than the first.)
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Euclid’s GCD algorithm.

(define (euclid x y)
(1f (= y 0)
X
(euclid vy (mod x y))))

Computes the ged(x, y) in O(n) divisions.
For x and m, if gcd(x, m) = 1 then x has an inverse modulo m.
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GCD algorithm used to tell if there is a multiplicative inverse.
How do we find a multiplicative inverse?



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax + by



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).

“Make d out of sum of multiples of x and y.”



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.
ax+bm=1



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.

ax+bm=1
ax=1-bm=1 (mod m).



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.

ax+bm=1
ax=1-bm=1 (mod m).

So a multiplicative inverse of x (mod m)!!



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.

ax+bm=1
ax=1-bm=1 (mod m).

So a multiplicative inverse of x (mod m)!!
Example: For x=12 and y =35, gcd(12,35) = 1.



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.

ax+bm=1
ax=1-bm=1 (mod m).

So a multiplicative inverse of x (mod m)!!
Example: For x=12 and y =35, gcd(12,35) = 1.

(3)12+(—1)35=1.



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.

ax+bm=1
ax=1-bm=1 (mod m).

So a multiplicative inverse of x (mod m)!!
Example: For x=12 and y =35, gcd(12,35) = 1.

(8)124+(-1)35=1.
a=3and b=-1.



Extended GCD

Euclid’s Extended GCD Theorem: For any x, y there are integers
a, b such that
ax+by=d where d=gcd(x,y).
“Make d out of sum of multiples of x and y.”
What is multiplicative inverse of x modulo m?
By extended GCD theorem, when gcd(x, m) = 1.

ax+bm=1
ax=1-bm=1 (mod m).

So a multiplicative inverse of x (mod m)!!
Example: For x=12 and y =35, gcd(12,35) = 1.

(3)12+(—1)35=1.

a=3and b=—1.
The multiplicative inverse of 12 (mod 35) is 3.
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gcd (35,12)
gcd (12, 11) HY gcd (12, 35%12)
gcd (11, 1) ;5 gcd(ll, 12%11)
gcd (1, 0)
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Review Proof: step.

ext—-gcd (x,y)
if y = 0 then return(x, 1, 0)
else
(d, a, b) := ext—-gcd(y, mod(x,y))
return (d, b, a - floor(x/y) = b)

Recursively: d = ay +b(x— %] -y) = d=bx—(a—|%]b)y
Returns (d,b,(a— LfJ -b)).
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Conclusion: Can find multiplicative inverses in O(n) time!

Very different from elementary school: try 1, try 2, try 3...
2n/2

Inverse of 500,000,357 modulo 1,000,000,000,0007?
< 80 divisions.
versus 1,000,000
Internet Security.
Public Key Cryptography: 512 digits.
512 divisions vs.
(10000000000000000000000000000000000000000000)° divisions.

Internet Security: Next Week!
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